CcO1-03

PykoBoacTBo agmmHucTparopa YX Cows
(6penp «X CO1-03»)

BaxHo:

Ponb agmumHucTpaTopa YX COHW3 noapalymeBaeT HaBblky paboTbl C  oOnepaurioHHbIMA
cncTeMamMm Ha 6aze Linux, cemencrBa Debian.

OTnnuntensHonm  ocobeHHocTblw YX  CON3  gaBndeTcs €€  ApyxenwbHOCTb K
nonb30BaTeN W MUHWMasbHble  TpeboBaHUA ero K CchneuvasnbHbiM — HaBblKaM.
AgMnHuncTpumpoBaHne YX COH3 He oTnnuyaeTcsds OT aAMUHUCTPUpoOBaHMSa Linux
Debian.

NHCTpyKUMSa agMUHMCTpaTopa

1. lpounTarb «PykoBoacTBO Monb3oBaTens onepaunoHHonm cucTemsl X CO1-03»

2. MponTn obyueHne Mo aAAMUHUCTPUPOBAHMK OMEepaLMOHHbIX CcucTeM Linux,
HanpuMep, B KoMnaHun pa3paboTunke X CO1-03, 3asBKYy MOXHO OCTaBUTb
no appecy helpdesk@c@1-03.ru.

3. Ecnn nepBble NyHKTa MWHCTPYKUMWM HE MOMOrAM pewnTb npobnemy, cnepyer
obpaTnTbCcA B Cnyxby nMoafepxkun Mo agpecy helpdesk@c@1-03.ru. (ans
MOATBEPXAEHNA MpaBa Ha MNONyUEHME MOALEPKKM, MOXET ObiTb 3amnpoweH KoY
aKTVBaLUmmn )

[punoxexHune

Ana  agMUHUCTpPaATOpOB, Mpowejwnx obydveHne, WA Xenawwmx MNpoOuTN  ero
CaMOCTOATENBHO MNYyONVKYEM PYKOBOACTBO aAMUWHUCTPATOPa OMNEPALVIOHHOW CUCTEMSI
¥X COW3, ocHoBaHHOM Ha Linux.

Jo6po noxanoBaTb B pPYKOBOACTBO ajMWHUCTpaToOpa onepauuoHHoii cucremsl YX
COH3, ocHoBaHHOW Ha Linux. B 3TomM pykoBoacTBe, Mbl NpepocTaBuM BaM
pacumpeHHoe

PYKOBOACTBO MO yNpaBfieHUWw CUCTEMOi Ha YpPOBHE ajMMHUCTpaTOpa.

fnaBa 1: BeepeHue B Linux

Linux - 2TO onepaumvoHHas CUCTEMa C OTKPbITbIM WCXOAHbIM KOAOM, KOTOpas
aKTMBHO WCMNOMb3YyeTCHd B MWpEe CEpBEpPOB W HACTOMbHLIX KOMMbHTEpoB. B 3Ton
rnaBe Bbl y3HaeTe O 6a30BblXx KoHUenuuax Linux, BKMWUas CTPYKTypy Gannosou
CUCTEMbl, MpaBa AOCTYNa N KOMaHLHYH CTPOKY .

MnaBa 2: YcTaHOBKa M HacTpoiika

B aTom rnaee Mol paccMOTpuM Trpouecc YyCTaHOBKMUN Linux n HaCTpOI7IKI/I CNCTEeMbI
AnA Bawero cepBepa wuin MK. Mbl Takxe MOKaxeM BaM, KaK HaCTpOuUTb CeTb,
CO3/aTb MOoNb30BaTENeENn M YyCTaHOBNTb MNpOorpaMMHOE obecneuveHne.
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MnaBa 3: YnpaBneHne nakeramu

B Linux nakeTbl — 3TO cnocob ynpaBneHns NporpaMMHbiM obecrneueHnem. B aTon
rflaBe Mbl pacCCMOTPUM, KakK YCTaHaBnMBaTb, OOHOBAATb W YAANATb MNakeTbl B
Linux.

MnaBa 4: YnpaBneHne ¢annoson cucTeMon

dannoBasa cucTtema Linux cogepxuT Bce ¢ansbl U AUPEKTOPUN, KOTOPbLIE XPaAHATCHA
Ha Bawem cepBepe wunm K. B 3Tom rnase Mbl pPacCMOTPUM, KakK YyrnpaBndaATb
hannoBOoM CUCTEMOW, BKKWUYAA CO3jaHVe, MepeMeleHne w ypaneHne ¢annos u
AVpeKTopUn .

naBa 5: YnpaBneHne cepBucamm

Linux 3anyckaeT MHOXECTBO CEpBUCOB, KOTOpble obecreumBawT paboTy Bawero
cepBepa wunu MNK. B 3ToM rnaBe Mbl pacCMOTPWUM, KakK YMpaBnsTb CEpBUCAMM,
BKJIWYUAsi 3anyck, OCTaHOBKY W Mepes3anyck.

NnaBa 6: BbezonacHocTb

be3onacHOCTbL — 3TO OUEHb BaxXHbll achekT yrnpasneHuns cepsepom vnu K. B aTon
rflaBe Mbl pacCMOTpuMM, Kak obecneunTb 6Oe3onacHOCTb Bawero cepBepa wnn (K,
BKJTHUasA HacTponky  6paHpmayapa, ynpaBneHne  LOCTYMOM n HaCTpOMKY
6e30nacHOCTN MPUNOXEHUN .

MnaBa 7: YnpaBneHne pes3epBHbIMU KOMUSMU

PezepBHOE KOMMpOBaHME — 3TO BaxHas 4YacTb YynpaBneHus cepsepom unu (K. B
3TOWN [ flaBe Mol paccMOoTpuM, KaK CO3[aBaTb W BOCCTaHaB/IMBaATb pe3epBHbIe
KOnnmnm paHHbIX Ha BalleM cepBepe wum MK.

MnaBa 8: YnpaBneHne npon3BOAUTESNIbHOCTLH

B aTom rnaBe Mbl pacCMOTPUM, KakK YNpaBndaATb MPOU3BOANTENBHOCTLH BalWero
cepBepa nnm MK, BKJIHYas HaCTPONKY pecypcos % ONTNMN3ALMK
npon3BoANTENIbHOCTN .

MnaBa 9: YnpaBneHne ownbkamm v XypHanupoBaHueM

B sTOm rnaBe Mbl pacCMOTpMM, KakK YNpaBnaATb ownbkamMy K XypHanuMpoBaHMEM Ha
Bawem cepBepe uan (K. Mbl Takxe pacCMOTPUM, KakK WCMNONMb30BaTb WHCTPYMEHTHI
ANS aHanmM3a XypHanoB W YCTPaHEHUs OWwnboK .

Mnasa 10: 3aknwueHue

B o2Tom rnaBe Mbl nojgBeseM UTOMM U MNPELOCTaBMM BaM pPeKOMeHzaumy no
AAMVHNCTPUPOBaHMK onepaunoHHon cucTemsl YX COHS3.

PYKOBOACTBO aAMUHMCTPaTOpa onepauyoHHon cuctembl X CO1-03 CrpaHuua 2



[maBa 1: BeBepeHme B Linux

Linux - 2TO onepauuvoHHasi CUCTEMa C OTKPbLITbIM WCXOAHbIM KOAOM, KOTOpasi
aKTMBHO MWCMOMb3YyeTCs B MUPE CEPBEPOB W HACTOJbHbLIX KOMMbHTepoB. OHa Obina
cozgaHa B 1991 roay JlnHycom TopBanbacoM M CcTana OAHOM M3 CaMbliX MOMNYyNspHbIX
OMNEepaLMOHHbIX CUCTEM B MUpe.

CTpykTypa ¢pannoBoil cucTeMsl

Linux wucnonb3yeT uvepapxumueckykw ¢GamioByHw CUCTEMY, UTO O3HaAJaeT, UTO BCe
thannsl n

AVNPEKTOPUN HaXOASTCS BHYTPU KOPHEBOW AupeKkTopun. KopHeBas JUpPEKTOPUS
obo3HauvaeTca cummBosiom /", N BCe OCTanbHble  AUPEKTOPUN  CTPOSATCHA
OTHOCUTENBLHO Hee. OHa uMeeT

CrnepfywlWyHn CTPYKTYpPY:

e /bin: comepXUT WNCNONHAEMbIE (annbl, KOTOPbLIE WCMNONbL3YHTCHA
CUCTEMOV W MNONb30BaTENAMU

e /boot: copgepxuT dannbl, HEOOXOAUMbIE ANA 3arpPy3KM CUCTEMSI

e /dev: copepxuT ¢annbl, MpeACTaBNAnWME YCTPONCTBA, MNOAKITHWUEHHbIE K
cucreme

e /etc: COREPXUT KOHPUIypaUMOHHbIE (arbl CUCTEMbI U MPUITOXEHWI

e /home: COAepXuUT poMaWHMEe KaTanory nonb3oBaTenen

e /lib: copepxnT 6MBGINOTEKN, WCMONb3YyEMble CUCTEMOW W MPUNOXEHNSAMUN

e /media: COAEPXUNT TOUKWN MOHTWMPOBAHUS ANA CbEMHbIX HOCUTENeWn

e /mnt: COAEPXNT TOUKWN MOHTUPOBAHUS ANSA BPEMEHHbIX (ANNIOBbLIX CUCTEM

e /opt: copepxnT AOMONHUTENbHbIE MPUIOXEHNSA

e /proc: COLEPXUT MHOOPMALWK O Mpoueccax B CUCTEME

e /root: AOMaWHAA ANPEKTOPUSA CYMNeprnofib30BaTeNs

e /Tun: COAEPXUT (anfbl BPEMEHHBIX AAHHBIX A5 TEeKywero ceaHca

e /sbin: COAEPXNT NCNONHSAEMbIE thawnnsbl, NCnonb3yemble CUNCTEMHbBIM
aAMVHNCTPaTOPOM

e /SIV: COAEPXUT fJaHHbIE, WCMOMNb3yeMble CepBepaMm

e /SyS: COAEPXUT MHOOPMALMKH O CUCTEME U YCTPOMNCTBAX

e /tmp: comepXUT BpeMeHHble dannbl

e /UST: COLEPXUT OCHOBHbLIE MPUMIOXEHUA N ONONNOTEKM

e /var: COAEPXUT MEepeMEHHble AaHHble, BKKHUAs XypHanbl 1 Kawn

lpaBa pocTyna

Linux wvcnonmb3yeT cuCcTeMy TMpaB JAOCTyMa, KOTOpasi oOfnpejensdeT, Kakue
MoNb30BaTeNM W FPynnbl MOCYT MOAYUUTb AOCTYyNn K Gannam u  LUPEKTOPUSM .
Kaxgbin Gann v AUPEKTOPUS MMEHNT TPW TWMAA MpaB AOCTyMA: UTEHMe, 3anucb W
ncronHeHve. [paBa pocTyna MOryT ObiTb YCTaHOBIEHSI

ANs BRagenbua ¢ganna, rpynmbl U ApPpyrux nonb3oBatrenen. Bnagenew ¢anna mMeer
HavBbICWKE MpaBa AOCTyna, a JApyrve nonb30BaTenM MOryT WMETb TONIbKO YacCTb
npas.
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KomaHpHasa cTpoka

KoMaHpHasa CcTpoka Linux — 3TO MOWHbI UHCTPYMEHT ANS YNpaBfieHUsA CUCTEMOWN.

OHa

MO3BOMISET 3anyCckaTb KOMaHAbl W CKPUMNTbI, YNpaBAaTb (annoBON CUCTEMOW,
yCTaHaBnIMBaTb MpoOrpamMHoe obecneveHne n MHoroe ppyroe. B aTom rnase Bbl

y3HaeTe OCHOBbl paboTbl C KOMaHAHOW CTpoKOW Linux, BKNKwyasa:

e (OcHOBHble KOMaHApl, Takume kak ls, cd m pwd
e Kak paboraTb C ¢annamm 1 AUPEKTOPUAMU, BKIIWUAS CO3jaHue,
nepemeweHne n yaaneHue

e Kak ynpaBnaTb npoueccamu n cnyxtamm
e Kak ycTaHaBnvMBaTb W YAANsATb MporpamMMHoe obecneueHne ¢
MOMOWBH MAaKETHbIX MeHeaXepoB

e Kak pa6OTaTb C TEeKCTOBbIMA ¢aﬂnaMm n HaCTpanBaTb TeKCTOBblE

pefaKTopbl

Bonee noppobHyw wHbDOPMALMK O KaxXAowm W3 3STUX TEM Bbl MOXeTe HanTu B

COOTBETCTBYHWMX MNMaBaX Halwero pykKoBOACTBa.
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(naBa 2: YcTaHoOBKa M HacTpomka

YcTaHoBka M HacTpomka Linux - 3TO nepBbii war B YApaBNEeHUM BaWwnUM
cepsepoM unum K. B aTom rnaBe Mbl pacCMOTpUM, KakK YCTAHOBUTb Linux Ha
Baw cepep unu MK n HacTpouTb ero Ansa paboTsl.

YeraHoBka Linux

ocne Toro, KkKak Bbl Bblbpanu AUCTPUOYTMB, Bbl MOXETEe MNPUCTYMUTb K
ycTaHoBke Linux Ha Baw cepBep wunu [K. YcTaHoBKa MOXeT OblTb BbIMONHEHa
pasnnuHeiMM  cnocobamMm, B 3aBUCUMMOCTW OT ANCTPUOYTMBA, KOTOPbLIA  Bbl
BbiOpanu.

HactTpoiika Linux

lNocne ycTaHoBKM Linux Bbl MOXeTe MNpUCTYNWTb K ero HacTpowmke. HacTponka
Linux MoxeT BKNW4YaTb B cebqa:

e CospaHve nonb3oBaTenem wn rpymnn
e HacTporka ceTeBbiX MNOAKIHUEHUI
e HacTpovka ©OpaHgmay3pa

e HacTpounka

e HacTpovka BpeMeHu 1 JaThbl

e HacTpovka ynpaBfeHnsa nakeTamu

Kaxgbim  pguctpmbyTme Linux uvMeeT CBOWM COOCTBEHHbIE WHCTPYMEHTH  ANSA
HaCTPOMKMN CUCTEMbl, W Bbl AOMXHbl O3HAKOMUTbCH C AOKYMEeHTauMen ANA Bawero
ANCTpUOYyTVBa, UTOObl Y3HAaTb, KakK BbINOMHUTb HAaCTPOWVKY .

O6HoBneHne Linux

lMocne ycTaHOBKM W HacTpomky Linux Bbl  JONXHb perynspHo OOHOBNSATb
CncTeMy, UTOObI

monyvyaTb nocnefHne wcnpasneHns n oyHkumn. O6HoBneHmMe Linux MoxeT ObITb
BbIMOJSIHEHO C MOMOLWBK MaKeTHbIX MEHELXEpPOB, TakWX Kak apt wim yum.

PezepBHOe konupoBaHune

PezepBHOe KoMMpoBaHME — 3TO BaxHas YacCcTb ynpaBneHus cepsepoM unn K. Bel
JOJTXHbI

PeErynapHoO CO3jaBaTb pPe3epBHble KOMUX JaHHbIX Ha Bawem cepBepe wunun (1K,
uTobbl 3AWNTUTL WX OT NOTEpPV WNWN MNOBPeEXAeHns. Pe3epBHOe KoMvpoBaHMe
MOXEeT OblTb BbINOMHEHO C MOMOLWbLH PAa3fINUHBIX MHCTPYMEHTOB, TaKWX KakK TI'sSync
mnn tar.

bonee noapobHykw wWHbDOPMALMK O KaxXAoh W3 3TUX TEeM Bbl MOXeTe HanTn B
COOTBETCTBYHWNX MMaBax HaWero PyKOBOACTBA.
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naBa 3: YnpaBneHne nakeTamu

YnpaBneHne nakeTamMn — 3TO MPOLECC YCTaHOBKM, OOHOBMEHUS W yAaneHus
nporpaMMHoro obecneueHnsa Ha cepepe umm (K. B Linux ansg aToro 06bIUHO
NCMONb3YHNTCH MaKeTHbIE MEHEeXEepb.

lNakeTHble MeHepXepbl

MakeTHble MeHepXepbl — 3TO WHCTPYMEHTbl, KOTOPble MO3BOMSANT YCTaHABNVBATb,
OOHOBNATbL W YyAanaATb MporpaMMHoe obecneueHne Ha cepBepe unn (K. OHn
TakXe MO3BONSKNT YMNPaBNsATb 3aBUCKMOCTSAMY MAKETOB M KOHTPOMMPOBATL BEpPCUMU
nporpaMmMHoro obecneuveHnsa. B YX COH3 nakeTHble MeHeaxepbl BKIHWUYAKNT B ceb4a:

e apt-get (Debian, Ubuntu, YX COKW3)
YceraHoBka nakeTos

YcTaHOBKa MakeTOB — 3TO MPOLECC YCTAHOBKW HOBbLIX MPOrpaMM Ha CcepBep wnu
MNK. Ons

YCTAHOBKM MaKeTa MOXHO WCMOMb30BaTb KOMaHAy install Bawero mnakeTHOro
MeHepgxepa. Hanpumep, pana ycTaHoBkMm nakeTa nginx B YX COH3, MOXHO

MCnoNib30BaTb ClefyHlyHn KOMaHAy:
sudo apt-get install nginx

O6HoOBNEeHne nakeToB

ObHOBNEHME MaKeTOB — 3TO MpoLEecC OOHOBMNEHUSA YCTAHOBIEHHOrO MPOrpaMMHOrO
obecneveHnss A0 NOCNEAHEN Bepcun. Ina  oOOBHOBNEHUSI MakKeToB  MOXHO
NCMNONMb30BaTb KOMaHAy update

BalWlero MakKeTHOro MeHeaxepa, UToObl 3arpy3MTb HOBble CMUCKW MakeToB, a
3aTeM KOMaHay

upgrade, 4YTOObl OBOHOBWUTbL YCTaHOBMEHHble MNakeTbl. Hanpumep, ana ob6HOBREHUSA
BCeX YyCTaHoBMeHHblx nakeroB B YX COW3, MOXHO wuWCMonb30BaTb crejywupe
KOMaHJbl :

sudo apt-get update sudo
apt-get upgrade

YpaneHune nakeros

YpaneHne nakeToB — 3TO MNPOLECC YAaNeHUs YCTaHOBMEHHOrO MNpPOrpaMMHOrO
obecnevenns ¢ cepepa wnm (K. [na yaaneHnsa nakeTa MOXHO WCMOMb30BaTb
KOMaHAy remove BalWlero MakeTHOrO MeHegxepa. Hanpumep, ans ypaneHus nakera
nginx B YX COHN3, MOXHO MCMONb30BaTb CHEAYHIYH KOMaHAY :

sudo apt-get remove nginx

Nouck nakeToB

Monck mnakeToB — 3TO TMpoLEecc TrMoucka MnakeTa B perno3vuTopuM Bawero
MakeTHOro MeHepxepa. [ns momcka MnakeTa MOXHO WUCMONb30BAaTb KOMaHAY search
Ballero MakeTHOro MeHeaxepa.Hanpumep, Ana noucka nakeTa nginx B YX COH3,
MOXHO WCMONb30BATb CNEAyHWyH KOMaHAy :

sudo apt-cache search nginx
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wuli-

YHpaBneHme 3aBNCNMOCTSHAMU

3aBMCYMMOCTY MNAKeTOB — 3TO APYyrMe MNakeTbl, KOTopble TpebywTcs aAnsd paboTs
onpefeneHHoro nporpamMMHoro obecnedveHns. [lakeTHble MeHeaxepbl MNO3BONSKNT
aBTOMaTUNUECKU

YyCTaHaBMMBaTb 3aBUCUMMOCTM MaKeTOB MpW YCTaHOBKE HOBbIX nporpamMm. Takxe
MOXHO WCMOMb30BaTb KOMaHAy depend Balero MaKeTHOrO MeHegxepa, JToObl
y3HaTb, Kakue nakeTbl TpebywTca AN paboTsl ONpPeAeNeHHOrO MpOrpaMMHOro
obecneveHuns.

Ana 6Gonee noppobHOM WHDOPMALMM O KaxAom W3 ISTUX TEM, Bbl MOXeTe
06paTUTbCA K COOTBETCTBYWWWM IMflaBaM HalWwero pyKOBOACTBA .
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naBa 4: YnpaBneHne ¢annoBon cucTeMon

YnpasneHne ¢gannoBoy CUCTEMOW — 3TO MPOLECC ynpaBfeHus damnamMm v nankamu
Ha cepBepe wvnn [IK. B Linux dannoBas cucTemMa oOpraHm3oBaHa B BUAe
APEBOBUAHON CTPYKTYpPbl, B KOTOPOM KaxAblhi y3en npeacTaBnsdeT cobon dann
nnn nanky. HacTpomka (gannoBon CUCTEMbI ABASETCH

BaXHOM YaCTbH aAMUHUCTPUPOBaHMA Linux. B 3Tom rnaBe Mbl pacCMOTPUM

OCHOBHbIE KOMaHAbl ANsA ynpaBfieHuns (annoBon CUCTEMOWN.

lpocMoTp ¢ainos v nanok

Ans mpocMOTpa COAEpPXMMOrO TeKyWehn AUPEKTOPUM MOXHO MCMONb30BaTb KOMAaHALY
ls. Hanpumep, pna npocMoTpa cnncka (GannoB M MNanok B TeKYWehn ANPEKTOpUM,
MOXHO WCMOJSIb30BaTb CHEAYHWYH KOMAHAY :

1s

9Ta KOMaHjAa BbiBEAET CMNNCOK (amnoB W Manok W3 Tekyuwen aupekTopuun. [nsa
MpoCMOTpa CNuUckKa ¢annoB M Manok B APYrOon AUPEKTOPUMN, HYXHO yKa3aTb MNyTb
K Hewn. Hanpumep, angd npocMoTpa crnvcka ©¢annoB M Nanok B AUPEKTOPUU
/var/log, MOXHO WNCMNONb30BaTb

CNneaywlyn KOMaHAY :
ls /var/log

CospaHne ¢annoB n nanok

Ansi Cco3paHnsi HOBOrO (anna MOXHO MCMOfIb30BaTb KOMaHAy touch. Hanpumep,
ANS  CO3JaHNSI HOBOrO (anfna example.txt, MOXHO MCMOMIb30BATL CELYHLLYH
KOMaHAY :

touch example.txt

9Ta KOMaHja Co3[acCT HOBbIM (ann example.txt B Tekywenm aupekTopumn. [Lns
CO3JaHNS HOBOW Marnkm MOXHO WCMONMb30BaTb KOMaHay mkdir. Hanpumep, ans
CO3JaHNS HOBOW Nankum example_folder, MOXHO MWCMNONb30BATb CNELYHLUYH
KOMaHAy :

mkdir example_folder

9Ta KOMaHAa CO3jacT HOBYHW Manky example_folder B TeKyWewn ANPEKTOPUN .

lNepemeweHne n nepenmeHoBaHue ¢annoB N nanok

ﬂ,ﬂﬂ nepemMeweHnsA dpa|7|na nnn nankn Ha apyroe m™MecTo MOXHO WCMNoJNIb30BaTb

KOMaHAZy mv.
Hanpumep, Ana nepeMelweHnst danna example.txt B Nanky /var/log, MOXHO
NCMOSIb30BaTb CNEAYHILYH KOMaHAY :

mv example.txt /var/log

dTa KOMaHAa MepeMecTUT ¢ann example.txt W3 TeKyWen ANPEKTOPUM B Manky
/var/log. [ns nepeuMeHoBaHMUA (anna iy nankn MOXHO WCMOMb30BaTb KOMaHA4y
mv. Hanpumep, ans nepenMeHoBaHUS Ganna example.txt B new_example.txt, MOXHO
NCMONb30BaTb CHELYHILYH KOMaHAY:

mv example.txt new_example.txt
9Ta KOMaHja nepeuMeHyeT ¢ann example.txt B new_example.txt.
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KonupoBaHue ¢annoe um nanok

Ina konupoBaHus darmna  wWaKM  Nankyu  MOXHO  MUCMNONb30BaTb KOMaHAy cp.
Hanpumep, pans konupoBaHua ¢anna example.txt B Manky /var/log, MOXHO
NCMONb30BaTb CRNELYHIYH KOMaHAY :

cp example.txt /var/log

9Ta KOMaHfa ckonumpyeT (ann example.txt W3 TeKylWen [AUPEKTOPUN B Nanky
/var/log. [nsa KOMMPOBaHWA Manky CO BCEM COLEPXMMbIM MOXHO WCMONb30BaTb
onumw -r. Hanpumep, ANS KONMPOBaHWUS MNanku example_folder B /var/log, MOXHO
NCNONb30BaTb CNefYHLYH

KOMaHAy :

cp -r example_folder /var/log

dTa KOMaHAa CKOMMpyeT mManky example_folder U BCe ee COAEPXMMOe B Manky
/var/log.

YpaneHne dannoe n nanok

Ana  yjpaneHns danna  MOXHO WCMNOMb30BaTb KOMaHAy rm. Hanpwumep, ans
yaaneHus danna
example.txt, MOXHO MCMOMb30BAaTb CreAywlyH KOMaHAy :

rm example.txt

9Ta KoOMaHpa ypanuT $ann  example.txt. [na  yganeHns nanku CO  BCEM
CoAepXnMMbIM MOXHO WMCMOJIb30BaTb OMNUUMKHW -r. HaI'IpVIMep, 4na  yaaneHumna nanku
example_folder, MOXHO WCMOJSIb30BaTb CNeAywlWyw KOMaHAY :

rm -r example_folder

9Ta KOMaHja yAannuT nanky example_folder W BCe €€ COLEPXMMOE.
N3meHeHne npaB AocCcTyna K ¢aﬁnaM n nankam

Ina nmameHeHuns nNpaB AOCTyMNa K ¢Ganny vy nanke MOXHO MCMNONb30BaTb KOMaHAY
chmod .

Hanpumep, Aansa yCcTaHOBKWM NpaB JocCTyna read, write M execute Ha dann
example.txt MOXHO WCMOMb30BaTb CNELYHWYH KOMAHAY :

chmod 700 example.txt

9Ta KOMaHAa YCTaHOBUT MpaBa [AOCTyMa read, write WM execute ANs BRajenbua
thanna

example.txt, W He JacT HMKaAKUX nNpaB [JOCTyNa ANA Cpynnbl M OCTalbHbIX
nonb3oBaTenen.

B aTOm rnaBe Mbl pacCMOTPENM OCHOBHbIE KOMaHAbl ANS yrpaBneHnsa Gannoson
cucremMon B Linux. 39TW KOMaHAbl MOMOryT BaM yNpaBnaATb (annamyu v nankamm
Ha cepBepe wm [IK n HacTponTb GanNoBYHW CUCTEMY [AfS BaWero NpuioXeHns
nnn cawvta.
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naBa 5: YnpaBneHne cepBuncamu

YnpaBneHne cepBucaMM — 3TO MpPoOUECC ynpaBneHust cnyxb6amm, KoTopble
pabtorawT Ha cepepe unn K. Cnyx6el MOryT ObTb KakK CWUCTEMHbIMA, TakK U
pa3paboTaHHbIMN CTOPOHHUMMN

pazpaboTunkamu. HekoTopble M3 cnyx6 MoryT paboraTb B (OHOBOM pexuMe W
NPefOCTaBNATb AOCTYMN K TMPUIIOXEHUAM  WAM  CalTaM, a jpyrve MOoryT
3anyCKaTbCsl TOMbKO MpX 3arnpoce Mnonb3oBaTens.

3anyck, ocTaHOBKa M nepesanyck CepBUCOB

Ansa  ynpaBneHWsi cepBUCaMM MOXHO WCMNOMb30BaTb KOMaHLy systemctl. 9Ta
KOMaHZa MO3BONSET 3anyCKaTb, OCTaHaBAIMBAaTb W Mepe3anyckaTb ChyxObl Ha
cepepe wnm (K. Hampumep, ansa 3amnycka cepBUCa nginx, MOXHO MCMOfb30BaTb
CNnepyw Ly KOMaHAY :

sudo systemctl start nginx
9Ta KOMaHAa 3anycTuT cnyxby nginx Ha cepBepe wunn (K. [na ocTaHOBKWU

cnyxbbl MOXHO MCMONb30BaTb KOMaHAy stop. Hanpumep, ANs OCTaHOBKMK CyXObl
nginx, MOXHO WCMONb30BaTb CEAYHWYH KOMaHAY :

sudo systemctl stop nginx
9Ta KOMaHJa OCTaHOBUT Cchnyxby nginx Ha cepBepe unu [K. [Lns nepezanycka
cnyxbbl MOXHO WCMONb30BaTb KOMaHAy restart. Hanpumep, ana nepesanycka

CNyX0bl nginx, MOXHO WCMOMb30BATb CNEAYHWYH KOMaHAY :

sudo systemctl restart nginx

dTa KOMaHja nepe3anycTuUT cnyxby nginx Ha cepepe wunn (K.
BknwueHne u oTKNwueHue aBToO3arnycka CepBUCOB

Ans  BKNWYEHUs aBToO3anycka ChNyxbbl MOXHO MWCMNOMb30BaTb KOMaHAyY enable.
Hanpumep, ANs BKIKWUYEHUS aBTo3arycka Chnyxbbl nginx, MOXHO WCMONMb30BaTb
CNeAyH LYy KOMaHAY :

sudo systemctl enable nginx

9Ta KOMaHa BKIKWYNT aBTO3anyck CAyxbbl nginx MPpU KaxgoM 3anycke cepBepa
mnn K. [na OTKAKWYEHUMS aBTO3amnycka ciyxObl MOXHO MCMNONb30BATb KOMaHAy
disable. Hanpumep, AN

OTKIIYEHNS aBTO3amnycka Cchayxbbl nginx, MOXHO WCMONb30BaTb ClNELYHLYH
KOMaHpLYy :

sudo systemctl disable nginx

9Ta KOMaHAa OTKIIWYAT aBTO3anycK Cchnyxbbl nginx MpyM KaxAoM 3anycke cepBepa Wnu
MK.
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MpocMoTp cTaTyca CepBUCOB

Ana  npocMoTpa cTaTyca Ccnyxbbl  MOXHO  WCMOMIb30BaTb KOMaHAy  status.
Hanpumep, AR nNpocMOTpa cTaTyca Cchnyx6bl nginx, MOXHO WCMOJIb30BaTb
crepywllyn KOMaHAay :

sudo systemctl status nginx

9Ta KOMaHpJa MOKaxXeT TeKyWwun CTaTyC cnyxbbl nginx Ha cepepe unm (K.
YHpaBneHme XypHasliaMn cepeucoB

Ina npocMoTpa XypHanoB Cnyx6bbl MOXHO WCMOMb30BaTb KOMaHAy journalctl.
Hanpumep, Ana npocMoTpa XypHanoB Cnyxbbl nginx, MOXHO WCMONb30BaTb
Cnepywlyn KoMaHay :

sudo journalctl -u nginx

JTa KOMaHja MoKaxeT XypHanbl cnyxbbl nginx Ha cepsepe unm [IK.

B sTom rnaBe Mbl MNO3HaAKOMUANCH C OCHOBHBIMA KOMaHAaMy ANAS  YyNpaBheHUs
cepBucamMn Ha cepBepe unn (K. He 3abbiBanTe, UTO KaxAbli CEPBUC MOXET
MMETb CBOW COBCTBEHHbIE

KOMaHAbl YMNpaBfeHns, KOTOpble MOryT OTAMUYATBCA OT CTAHAAPTHbIX KOMaHpg. Kak
MpaBuNoO, 3TWN KOMaHAbl OMUCLIBAWTCS B AOKYMEeHTauuMn CNyxObl.
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naBa 6: be3onacHoCTb

bBesonacHoCcTb — 3TO OAWMH M3 CaMblX BaxXHbIX ACMEKTOB YMpaBfieHNss CepBEPOM
mnn MK. B aTom rnaBe Mbl pacCMOTPUMM OCHOBHblE Mepbl 6e30MacHOCTU, KOTOpble
MOXHO MPUMEHATb Ha cepBepe unn TIK.

O6HOBNEeHue cucTeMbl U NporpaMMHoOro obecneueHuns

O0aMH M3 caMbiXx BaXHbIX acnekToB 6e30MacHOCTW — 3TO MNpaBuiibHOe OOHOBMEeHue
CNCTEeMbl W MNpOrpamMMHOro obecneuveHnsi. PerynapHoe o6HOBReHME MOMOraeT
3aKpbiBaTb YA3BWMOCTMU U

6arn, KoTopble MOryT ObiITb WCMONb30BaHbl 3MO0YMbILNEHHUKaMK . [ns obHoBReHus
CNCTEeMbl W NPOrpaMMHOro obecrneyeHnss MOXHO MCMONb30BAaTb KOMaHAY apt-get.
Hanpumep, pns

OBHOBMNEHNS BCEeX YCTAHOBMEHHbIX [MMakKeTOB MOXHO WCMONb30BaTb CNELYHLYH
KOMaHpy :

sudo apt-get update && sudo apt-get upgrade

9Ta KOMaHZa OOHOBUT BCe YCTaHOBEHHble NakeTbl Ha cepBepe wunu MK.
YHpaBneHme noyib3oBaTesisiMn " npaeBamMm poctTyna

Ina obecneueHns BezonacHocTn cepBepa unn MK BaxHO MpaBUNbHO YNPaBAATb
nonb3oBaTeNns MM U MNpaBaMu [ocTyna. HeobxogmmMo co3jaBaTb OTAENbHbIX
Monb30BaTeNen ANs KaxAoro UfeHa KOMaHibl M jaBaTb MM TOJMIbKO HEOOXOAMMbIE
npaBa pocTyna Ha cepBepe unm (K. Hanpumep, MOXHO CO3[aTb OTLENLHOMO
nonb3oBaTens AN ynpaBieHuss ©Gaz3amMun  JaHHbIX U JaTb €My  TOJIbKO
HeobxoanMble MpaBa JocTyna K 6as3aM AaHHbIX .

ﬂ,ﬂﬂ ynpaBlieHnda noJjib3oBaTendamm wm rpaBaMn AOCTYyrMa MOXHO WCMOJIb30BaTb
KOMaHAbl adduser, deluser, usermod, chown U chmod. Hanpwumep, ana aobaBneHus
HOBOINO MoJib30OBaTeld MOXHO WNCMNOJIb30BaTb CliefAyHWwyHn KOMaHAY :

sudo adduser username

9Ta KOMaHZa CO34aCT HOBOMO MOMb30BaTENsA C WMEHEM username. [Ans yAaneHus
NoONMb30BaTENS MOXHO WCMOJSIb30BaTb KOMaHAy deluser. Hanpumep, pans ypaneHus
NoNb30BaTENSA username, MOXHO WCMOJSIb30BATb CHEAYHIYH KOMaHAY :

sudo deluser username

9Ta KOMaHja ypjanuT Monb30BaTeNs username C cepBepa wunu (K.
HacTpoiika 6paHpaMayapa

BpaHamMaysp — 3TO nporpamMMa, KOTOpas KOHTPOAMPYET BXOAAWMNA U WUCXOAAWNN
Tpadnk Ha cepBepe wunm K. HacTponka 6paHamMayspa — 3TO OfHa W3 BaxXHbIX
Mep ©6e30MacHOCTN, KOTOPYHW HEOOBXOAMMO MpUMEHATb Ha cepBepe wuan K. [Lng
HacTponkn BpaHaMayapa MOXHO

NCMNOMb30BaTb MporpaMmel  ufw WKW iptables. Hanpumep, AnNS  HaACTPOWKU
OpaHaMay3pa ufw, MOXHO WMCMNOMNb30BaTb CleAywWMe KOMaHAbl:

sudo ufw allow ssh
sudo ufw allow http sudo ufw allow https sudo ufw enable

3TN KOMaHAbl OTKpPOWT nopThbl Ana SSH, HTTP mn HTTPS wn BknwuyaT 6GpaHaMayap
ufw Ha cepsepe unnn [IK.
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NWenonb3oBaHne SSH-knwuei

SSH-knKun - 2TO OAMH M3 caMbix 6e30macHbiXx CNOCOBOB ayTEHTUOUMKALMN Ha
cepBepe. BmecTo TOro, uTobb WMCMOMBL30OBATH MAPOfb, MOXHO WCMOMb30BATb
SSH—-knNY ANa MOAKNHNUEHUNSA K

cepBepy. [na wncnonb3oBaHusA SSH-KMKWUern HEeOBXOAMMO CreHepUpOBATb KIKWUM Ha
KITMEeHTCKON MawwnHe n pobaBUTb UX Ha CepBep.
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naBa 7: YnpaBneHne pe3epBHbIMU KOMUSIMU

PesepBHOe konupoBaHME [aHHBIX — 3TO OAVMH W3 BaxXHbiIX aCMeKTOB YMNpaBreHus
cepgepoMm wunn [IK. B 2Tom rnaBe Mbl pacCMOTPVIM OCHOBHblE CTpaTerunm
pPE3EPBHOrO  KOMWPOBaAHUA U KaK HaCTpPOUTb aBTOMATUUECKOE pe3epBHOEe
KonupoBaHne Ha cepBepe wnn [K.

CrpaTernn pes3epBHOrO KOMUWPOBAHUS

CywecTBYWT pasnunuHble CTpaTervm pe3epBHOr0 KOMMpPOBaHUSA AaHHbiX . Hanbonee
PaCrpoOCTPaHEHHbIMN  SBMANTCS MOMHOE, WHKpeMeHTanbHoe un aubdhepeHumansHoe
pe3epBHOE KOMMpoBaHME .

llonHoe pe3epBHOEe KonupoBaHue

fpy MNONMHOM pe3epBHOM KOMMPOBaHWMM BCe JaHHble Ha cepBepe unn  [IK
KOMMPYHNTCA B OAUH ¢ann. ITO 3aHMMAeT MHOMO MeCTa Ha XEeCTKOM JANCKe U
TpebyeT MHOrO BpPeEMeHW ANs

BbIMONHEHUSA . OgHakKo, MOMHOE pe3epBHOE KOMMPOBaHME MO3BONSET BOCCTaHOBUTb
AaHHble Ha cepBepe unn MK Lenmkom.

NWHKkpeMeHTanbHOe pe3epBHOE KOMUpPOBaHMEe

[Mpn WMHKpEMEeHTaNbHOM pE3EPBHOM KOMMPOBAHUW TOMIbKO TE& faHHble, KOTOpble
ObiN MU3MEHEHbI C MOMEHTa MNOCMEeAHEr0 pPe3epBHOMO KOMMPOBaHUSA, KOMUPYHTCH
B OTAENbHbIM ann. ITO 3aHMMaeT MeHblle MeCTa Ha XEeCTKOM Aucke n Tpebyer
MEHblIE BPEMEHM ANS  BbLINOMHEHUS, UEM T[OMHOE pe3epBHOE KOMNMpOBaHMe.
OpHako, uTOObl BOCCTAHOBWTb fJaHHble Ha cepBepe wmnu (K, HeobxoanmMo WMeTb
BCE WHKPEMEHTAlbHble pe3epBHblIE KOMMKM C MOMEHTA MOChefHero MofHOro
pe3epBHOro KOMMPOBAHUSA .

AIndpbepeHunanbHOe pe3epBHOE KonnpoBaHue

Mpn pnbdepeHUManbLHOM pe3epBHOM KOMUPOBAHUKM TOMbKO Te JAaHHble, KOTOpble

ObINN  N3MEHEeHbl C MOMEHTa TrocnefHero MOfHOrO pe3epBHOMrO KOMMPOBaHWS,

KOMMPYHTCSA B

OTAENbHLIN (Pann. ITO 3aHUMAET MeHblle MeCTa Ha XeCTKOM Jucke un Tpebyer
MEHblle BpPEMEHW ANS BbLIMNOMHEHUS, UEM T[OfIHOE pPEe3epPBHOE KOMUPOBAHME.
OaHako, uTObObl BOCCTAHOBUTb AaHHble Ha cepBepe unn [K, HeobxoaMMO WMMETb
nocneaHVn MoNHbIN pe3epBHLIN Gann 1 nocnegHun andbepeHUnanbHbIN pe3epBHbIN
thann.

HacTpoiika aBTOMaTMUeCKOro pe3epBHOrO KOMUPOBaHUS

AN HaCTpOWKM aBTOMaTUUECKOrO pe3epBHOrO KOMMPOBaHWs Ha cepsepe unun [K
MOXHO WCMONb30BaTb MPOrpaMMbl rsync, tar M cron. Hanpumep, ANS HACTPOMKU
eXelHeBHOr0O WHKPEMEHTANIbHOrO Pe3epBHOr0 KOMMWPOBAHWS MOXHO MCMONb30BaTb
crepywllyr KOMaHAy :

rsync —-av ——-delete /var/www/ /backup/daily

9Ta KOMaHAa CKOMMpyeT BCe [aHHble W3 KaTanora /var/www/ B KaTajlor
/backup/daily c

nomowb rsync. KomaHpa --delete yganuT Bce (annbl U3 KaTanora /backup/daily,
KOTOPbIX yXe& HeT B KaTanore /var/www/.
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naBa 8: YnpaBneHne npon3BOAUTENbHOCTLH

YnpaBneHne npon3BOANTENBHOCTLH cepBepa wnm [IK — 2TO0 OAWH M3 BaXHbIX
aCMeKToB

yrnpasneHna cepsepoM unm (K. B 3Tom rnaBe Mbl paCCMOTPUM OCHOBHbIE METOAbI
yrpaBneHnss MpON3BOLUTENBHOCTBH, KOTOPble MOXHO MPUMEHSATH Ha CepBepe unu
MnK.

MOHUTOPVHI NPON3BOAUTENLHOCTM

OavH ©n3 caMbiXx BaxHbIX aCMeEKTOB YMNpaBfieHUs TMPOU3BOAUTENBHOCTBY — 3TO
MOHUTOPWVHI npousBoanTensHocTn cepepa vnn K. HeobxoanMo KOHTpPONMPOBATb
3arpy3ky UM, O0O3Y wu pauckoBoro npocTpaHcTBa Ha cepBepe unm K. lnsa
MOHUTOPVHIA MPOU3BOAUTENBHOCTY MOXHO WCMOMIb30BaTb MpOrpaMMel htop, top,
nmon W iostat. Hampumep, ana npocmoTpa Tekyuwewn 3arpy3kum UM un O03Y MoxHOo
NCMONb30BaTb MNPOrpaMMy htop.

OnTuMnsauns koHpurypauum cepsepa unm (K

OnTvMMzaums KoHpurypauum cepsepa wunu K - 2310 ewe oamH cnocob
yrnpaBneHnsa Mnpon3BOANTENbHOCTLH cepBepa wunu (K. HeobxoanmMo HacTpouTb
cepeep wmnn [K Takmm obpa3om, uUTobbl OH MCMONMb30OBajl PECYPChbl MaKCHMasbHO
appekTVBHO. [Ana  onTuMU3auMM  KOHQUrypaummn cepsepa wuan 1K MOXHO
MCNONb30BaTb MNPOrpaMMy tuning-primer.sh.

Hanpumep, ans npoBepku KoHpurypaumm MySQL MOXHO MCMONMb30BaTb CNEAyHUyH

KOMaHAy :

wget <https://raw.githubusercontent.com/BMDan/tuning-primer.sh/master/tuning-
primer.sh>

chmod +x tuning-primer.sh

./tuning-primer.sh

OnTnMnzaums 6a3 paHHbIX

OI'ITI/IMVI3aLI,VI9| 6a3 OAaHHbIX - 3TO eue OANH cnocob ynpaBleHnd
npon3BoanNTESIbHOCTBbH CepBepa Wn MNK. Heo6xop,|/|Mo HaCTpONTb 6a3bl OAaHHbIX
TaKM o6pa30M, uyToObl OHW UCMONb30BaNU

pecypcCbl MaKCnMalJibHO SqJCbeKTVIBHO . ﬂ,J‘IFI onTmMmn3aunmn 6a3 OAaHHbIX MOXHO
MCNONb30BaTb MNpoOrpaMMmbl mysqltuner.pl W pt-query-digest. Hanpumep, anga
npoBepky KoHpurypaumm MySQL MOXHO MCMONb30BaTb CHELYHILYH KOMaHLY :

wget <https://raw.githubusercontent.com/major/MySQLTuner— perl/master/mysqltuner.pl>
chmod +x mysqgltuner.pl
./mysqltuner.pl

Wcnonb3oBaHne K3WwnpoBaHunsd

Mcnonb3oBaHMe  KaWWMpOBaHUS —  3TO  €lle  OAMH  cnocob  ynpaBneHus
Npon3BoOANTENbHOCTLH cepBepa wnn  [IK. HeobxoamMMo KawMpoBaTb AAHHblE,
UTObGbl YMEHBLIWUTb KOMIMUECTBO 3arMpocoB K 6asze pJaHHbix. [Lna  KawupoBaHUSA
MOXHO WCMNONb30BaTb MPOrpaMMbl memcached N redis.

Hanpumep, A4nsg yCTaHOBKM W  HACTPOMKW  memcached MOXHO  MWCMNOJSIb30BaTb
crnepywwme KOMaHAbl:

sudo apt-get install memcached sudo
nano /etc/memcached.conf
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NWenonb3oBaHne CDN

WcnonbzosaHme CDN — 3TO ewe oauH crnocob yrnpaBneHus MNpPON3BOANTENbHOCTbLH
cepsepa.

Heobxoanmo wncnonb3oBaTb CDN aAnd yCKOpPEHUA 3arpys3km CTaTUUECKUX (annoBs.
Ana wncnonb3oBaHua CDN MOXHO MCNONb30BaTb MNpOrpaMMmel CloudFlare W MaxCDN.
Hanpumep, AnNA HacTpomkK CloudFlare MOXHO MCMOJMIb30BaTb CleAYHWME KOMaHAbI:

sudo apt-get install apache2
sudo nano /etc/apache2/apache2.conf
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naBa 9: YnpaBneHne oumbkamMu n XypHannpoBaHueM

YnpaBneHne owmbkaMm U XypHanupoBaHMeE — 3STO BaxXHble aCMEeKTbl YyMnpaBieHUs
cepsepoM unn K. B aTOm rnaBe Mbl PaCCMOTPUM OCHOBHbIE METOAbl YMNpaBfeHUs
ownbkamMm 1 XypHanmmMpoBaHWsA, KOTOpPbIE MOXHO MPUMEHATb Ha cepBepe unm (K.

KoHTponb ownbok

OaMH W3 BaxHbIX ACMNEKTOB YMpaBleHUs ownbkaMym — 3TO KOHTPOSNb OWWOOK Ha
cepepe ummn K. Heobxoammo KOHTponMpoBaTb ownbknm Ha cepBepe unm [1K,
uyTObbl ObICTPO OOHapyXMBaTb W YCTPaHATb WX. AN KOHTPONS OWWMBOK MOXHO
NCNONb30BaTb MPOrpammel  logrotate, syslog W fail2ban. Hanpumep, ans
HaCTPOMKMN logrotate MOXHO WCMONb30OBAaTbL CrleAyHwme

KOMaHfb!

sudo apt-get install logrotate sudo
nano /etc/logrotate.conf

XypHanuposaHune

XypHannpoBaHne - 2TO ewe oaunH crnocob ynpaeBneHnsa ownbkamn. Heobxoanmo
3annceiBaTb

Bce cobbiTa Ha cepBepe unnm K B XypHanbl, JTOObl Nerko ObiNo OnpefennTb,
UTO MPOUCXOAUNT Ha cepepe unn K. Lna XypHanvnpoBaHWsA MOXHO MCMOMb30BaTb
nporpamMmbl syslog, rsyslog U journalctl. Hanpumep, Ans MNpocMOTpa XypHanos
COBOLITUA MOXHO WCMONb30BaTb

Cnepy iyl KOMaHAy :

journalctl -u nginx

AHanmns xypHanos

AHanna XypHanoB — 39TO ele oAuH crnocob yrnpaBneHus owmbkamu. Heobxoanmo
QHaNMM3NPOBaTb XypHarsbl, JTOObl ObICTPO OOHapyXVMBaTb W YCTPAHATbL OWWMOKW .
Ina  aHanmza XypHaNoB MOXHO WCMOfIb30BaTb MPOrpaMMbl grep, awk W sed.
Hanpumep, pansa noucka ownbok B XypHane MOXHO WCMOIb30BaTb CreAYyHLYH
KOMaHAy :

grep "error" /var/log/nginx/error.log

YnpaBneHue poTauneii XypHanoe

YnpaBneHne poTauMen XypHanoB — 3TO elWe OAMH BaXHbli acnekT YyrnpaBneHUs
cepepoM wunn K. HeobxoanMMO peryfnsipHO OuMWaTb XypHamnbl, YTOObl OHW He
3aHMManM MHOro MecTa Ha awucke. [ns ynpaBneHWst poTaumen XypHanoB MOXHO
NCMNONMb30BaTb MpPOrpaMMbl  logrotate W rotatelogs. Hanpumep, ANs HACTPOWNKU
pPOTaLMN XypHANOB MOXHO WCMOfb30BaTb CRefyHWMe KOMaHZAbI:

sudo nano /etc/logrotate.conf sudo
nano /etc/logrotate.d/nginx

HacTpoiika yBepomneHun o6 owmbkax

HacTponka yBegomneHun o6 owmbkax — 3TO €We OAMH BaxHbii aCMekT
ynpaeneHnsa cepsepoM unn [IK. HeobxognMo HaCcTpoOUTb YBEAOMMEHUS, UTOOb
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ObicTpo MonyvaTb MHpopMaumw o6 ownmbkax Ha cepBepe unm K. [Lna HacTpoukwu
YBELOMNIEHNA MOXHO WCMOSb30BaTb MporpaMmel  syslog, rsyslog U logwatch.
Hampumep, ANS HacTpowkM yBefOMMEHMA 06 ownbkax MOXHO WCMNONb30BaTb
cnepywuye KOMaHAabl:

sudo nano /etc/rsyslog.conf
sudo nano /etc/logwatch/conf/logwatch.conf

fnaBa 10: 3aknwueHune

B oTom pykoBogCcTBE Mbl  pPacCMOTPENM  OCHOBHbIE  aCMNeKThl  yrpaBneHus
OMEPaLYIOHHON CUCTEMON, BKIKWYasd YCTaHOBKY MpOrpaMMHOro obecneueHus,
HacTponky 6e3onacHocTy,

ynpaBfneHne Mnpon3BOANTENBHOCTLH, YrpaBrneHne ownbkaMm un XypHanupoBaHue.
HecmoTpsi Ha TO, UTO Mbl PacCMOTPENM MHOXECTBO pPa3fIMUHbIX aCMNeKTOoB
yrpaBfeHnsa onepauyioHHOMN

CUCTEMOV, 3TOT CMMUCOK He FABNSAETCH WNCUEPMbIBAKLWMM .

A,EI,MI/IHVICTpVIpOBaHI/Ie Ol'lepaLI,VIOHHOVI cncremosl - 3TO Hel'lpepblBHbIVl npouecc,
KOTOprI7I Tpe6yeT MNOCTOAHHOI O MOHWTOPWHI"a n obHoBEHNSA . HeO6XOAI/IMO
perynapHo OBHOBNATb nporpamMmHoe o6ecr1el4eH|/|e, HaCTpaunBaTb 6e3onacHoOCTb
n ynpaBndaTb MNMpon3BoaNTESIbHOCTbHY CepBepa Win MK. Tonbko Tak MOXHO
obecneunTb HafeXHOCTb WU 6e3o0macHOCTb Ol'lepaLI,I/IOHHOVI CNCTEMbI.

Cnacmbo 3a uTeHMe 3TOro pykoBOACTBa. Mbl Hageemcsi, UTO OHO ObIIO MONE3HbIM

ana Bac v nomorno BaM  fiyvwe MNOHATb, AaAMUHUCTPUPOBATb OMNEPALMOHHYH
cncremy YX COKWS3.
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